Steps to connect to VPN

1- Enroll in Two factor system at twofactor.fiu.edu

2- Install Duo on Smart phone from Google play or App Store (Is not necessary,
but recommended)

3- Download cisco any connect at https://network.fiu.edu/vpn/

4- Install vpn (Must be an administrator of computer both Mac and PC users)

5- Connect to the vpn, using the cisco any connect and two factor

Step 1 &2 - Two Factor and Duo
Tutorial

The FIU Cisco AnyConnect VPN Client now requires “TWO” passwords to log into the FIU VPN. This
is called Two Factor Authentication. To use FIU TwoFactor, you must first opt-in and enroll your user
name and mobile number at twofactor.fiu.edu/enroll.

Once you are enrolled in FIU TwoFactor, you will authenticate first with your FIU username and
password as normal. To complete the login process, you will then confirm your identity via your
smartphone, mobile device, or landline.


https://network.fiu.edu/vpn/

FIU

./ Enter your AD User Name
and password at the prompt

Username

Password

Login

Meed Help?

Once you log in the Two-Factor site you will be prompted to enter your Mobile
Number, enter your complete cell number and click on Continue



FIU

Enroll

Tell us how to reach you
XHA-XHX-B8398
Continue

Why can't | input or change my
number?

On this windows you will need select the method that you will be authenticate:



FIU

= Device Select one of the following
options:

What type of device do you want
to enroll?

° Smart Phone i
(DUO Mobile App, text messages and Smart Phone . MOblIe

phone calls) . .
Device .. or Landline

Mobile Device

(Text messages and phone calls)

Landline
(Phone calls only)

If you have a Smart Phone

that is the easiest option.
Continue

Smartphone users can authenticate via:

m Duo Mobile app (recommended): Users can authenticate via push notifications
from the Duo Mobile App, which lets users authenticate by tapping a
button. Once the push notification is sent to the device, users can review
the request and tap “Approve” to authenticate. Internet or cellular access
is required to use this method. Additionally, users can authenticate by
entering a passcode generated by the Duo Mobile App.

m SMS text message: A text message with a seven-digit passcode is sent to the user’s
mobile device (ex., 9816257).

m Phone Call: An automated phone call requires the user to press any key to authenticate

Mobile device users can authenticate via:

m SMS text message: A text message with a seven-digit passcode is sent to the user’s
mobile device (ex., 9816257).

m Phone Call: An automated phone call requires the user to press any key to authenticate

When using a landline (a phone connected to physical wiring) to authenticate, users receive

an automated phone call which requires the user to press any key to verify their identity.

Each time you request authentication via callback, this number receives a phone call.

Landline Instructions:

¢ When using a landline (a phone connected to physical wiring) to authenticate, users



receive an automated
phone call which requires the user to press any key to verify their identity. Each time you
request authentication via callback, this number receives a phone call.

All passcodes have a 90-second time limit on it. Make sure to have the device which you
have chosen next to you

when signing in using two factor authentication.

You will receive this windows if you select the “Smart Phone” option. You will need
to download the DUO App to the smart phone (the number that you entered at the
beginning of this process). The needed APP is called DUO Mobile, this app is
available for iPhone, Android and Windows Phones by clicking on the links on the
window.

FIU

Install

Download the "Duo Mobile” app.
For additional information
regarding "DUO Mobile” refer to
your device platform store.

Continue



Once you install the APP on your Smart Phone, click on the Continue button. A text
message will be sent to your phone, click on the link in the Text Message to activate
/ install the FIU VPN account into the DUO APP.

FIU

Activate

We will send you a special link via
text for you to activate your
account.

Continue

On this screen Click on Push to Phone.



FIU

Confirm Identity

l D Push to Phone }

l e callme }

aun
l HH Enter a Passcode }

Need Help?

Then go to the DUO APP and click / Touch on the GREEN BANNER on the screen.

12:06 PM

’ Request Waiting. Tap to Respond...

FIU TwoFactor

Tap here for help




Once the following screen appears, Click on Approve

_ Login Request
Srolne bod Duo Security

FIU

TwoFactor
Cisco S5L VPN

Approve

Once you receive the screen below, the enrollment process in completed.



FIU

Thank you

Enrollment is now complete!

Step 3, 4 & 5 - Download and install
VPN (PC & Mac)

Go to the following link to download the FIU AnyConnect VPN Client:
http://vpn.fiu.edu/

According to your workstation / laptop operating system click on the appropriate
link.

For Windows:

AnyConnect Clients

Microsgft Windows MAC OS X Linux
All download Intel download 32-bit download
64-bit download

From Internet Explorer you will get the following dialog, Click on “Open” the name
of the file is anyconnect-3.1.msi


http://vpn.fiu.edu/

Do you want to cpen or save anyconnect-3.1.man (4.65 MB) frem network.fiv.edu? Open Save > Cancel

Once the following dialog / window opens click on “Next”:

ﬁ Cisco AnyConnect Secure Mobility Client Setup
I
# =g Welcome to Cisco
i % | AnyConnect Secure
- Mobility Client Setup
5.6 Wizard
== The Setup Wizard will install Cisco AnyConnect Secure
Lt T b, Maobility Client on your computer, Click Mext to
-_:\ continue or Cancel to exit the Setup Wizard.

< Back Next = l [ Cancel

Select “1 accept the terms in the License Agreement” and click on “Next”

ﬁ Cisco AnyConnect Secure Mobility Client Setup @

End-User License Agreement #

Flease read the following license agreement carefully

Supplemental End User License Agreement for Cisco Systems *
AnyConnect Secure Mobility and other related Client
Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License Agreement ("SEULA") contains
additional terms and conditions for the Software Product licensed

under the End User License Agreement ("EULA") between You -

@) I accept the terms in the License Agreement
1 I do not accept the terms in the License Agreement

Advanced Installer

< Back I[ MNext = ] I Cancel




Click on “Next” to install the client

‘_ﬁ-‘ Cisco AnyConnect Secure Mobility Client Setup

Ready to Install 7
The Setup Wizard is ready to begin the Typical installation

el

Click "Install” to beqin the installation. If you want to review or change any of your
installation settings, dick Back™. Click "Cancel” to exit the wizard.

Advanced Installer

[ < Back ][ @Insﬁll] [ Cancel

ﬁ! Cisco AnyConnect Secure Mobility Client Setup ||
Installing Cisco AnyConnect Secure Mobility Client 4 5
(=

% 3

Please wait while the Setup Wizard installs Cisco AnyConnect Secure Mobility
Client. This may take several minutes.

Status:

Advanced Installer

< Back Mext =




‘E‘ Cisco AnyConnect Secure Mobility Client Setup

Installing Cisco AnyConnect Secure Mobility Client

Please wait while the Setup Wizard installs Cisco AnyConnect Secure Mobility
Client, This may take several minutes,

Status: Copying new files
— |

Advanced Installer

< Back Mext =

If you receive the following message during the installation click on “Yes”

Click on “Finish”



Completing the Cisco
AnyConnect Secure
Mobility Client Setup
Wizard

Click the Finish button to exit the Setup Wizard.

< Back I[ Finish ] [ Cancel
Click on the Start Menu (Windows Logo) and look for the “Cisco AnyConnect

Secure Mobility Client” and click on the icon.



oo
Q Snipping Tool _:

You can also find the “Cisco AnyConnect Secure Mobility Client” in the “Cisco”
program group by selecting “All Programs”




Once you click on then Cisco icon the following window will appear at the bottom
right hand side of your screen:
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In the blank space type the following: vpn.fiu.edu, and click “Connect”

VPN:
Ready to connect.

While the connection is established you will see the following screens:



Connect

221 PM

A [ WS
[P 0 7/29/2015

-

Establishing VPM - Activating VPN adapter...

['upn.ﬁu.edu v] I

2:24 PM

PO T )
Bt 7/29/2015




When this window appears you need to enter your AD User name and Password,.
User name that is used to log into your workstation, or log into Mail.fiu.edu and
the Second Password (Which is one of three options...”push”, “sms”or “phone”)

“push” contacts your duo app
“sms” send sends a text with codes to enter to your phone
“phone” calls your phone

"Eju Cisco AnyConnect | vpn.fiu.edu *
: pes not distribute AnyConnect Android packages.

Flease enter your username and password,

Username: | | "

Password: |

Second Password: | |

ﬂ: 1
Please enter your username and password,

vpn. fiu.edu Connect

Cancel

Show all content 3%

12:54 PM

Once you enter your user name and password the following windows will
appear, if it doesn’t appear you may need to re-enter your user name and
password:

Click on “Accept” to finalize your VPN connection

Cisco AnyConnect

IUse of Florida International University information technology -
resources is contingent upon proper autharization. By lagging in, yau
agree to abide by all applicable federal, state and local laws, State

of Florida Board of Governors rules, and University rules, regulations
and polides., Misuse or misappropriation of the University's

information technology resources or violation of any applicable law,
rule, regulation or University policy may result in the revocation of

your access privileges

Accept ] | Disconnect




There are two ways that you can confirm that your workstation / laptop is connected
to the FIU VPN:

This window will appear once the connection is established, and will disappear on its
own.

jrr— ——

atlen],
CIS5CO

VPN Connected to vpn.fiu.edu

227 PM
7/29/2015

b |lr 'iJ=:| |'-:|::|

You can also verify your connection by clicking on the arrow:

2:27T PM
1/29/2015

o me )

If the following icon is present you are connected to the VPN:

SN

@ 5 @

! Customize...



To disconnect from the VPN:

To disconnect from the VPN click on the arrow and then right click on the following

ico?ﬁ{d select

=)

227P00

1/24/2015

! Customize...

VPN Installation for Mac

Go to the following link to download the FIU AnyConnect VPN Client:
http://vpn.fiu.edu/

According to your workstation / laptop operating system click on the appropriate
link.

For MAC OS X:


http://vpn.fiu.edu/

AnyConnect Clients

Microsoft Windows MAC 0SS X Linux

All download Intel download 32-bit download

64-bit download

From Safari you will get the following dialog, Click on “Open” and select the
installation file, the name of the file is anyconne 1.dmg

Safari

network.fiu.edu (&

FIU | Metwork

Firefox - Click on OK

v FIU | Network ® o+
© & nhitps:#/network.fiu.edu/vpn/ v e | ® |Qselch ¥ A4 B0 @-=-4 0 60 =
(] Most Visited ~ Latest Headlines ~ [] htpsv/www.googl... @& Apple [} hitpsifunexresear.. [ Yahoo! @ Flickrlogo. fyouc... i | GoogleMaps [ i Disney Parks Mem... [C) Gaedes DeskiopB... »

&7 Share on Linkedin Share on Linkedin Linked(fJ

@@ﬁﬂaﬂ_ y»wo lHEDG » = w o [l finadoBswe » Bl sercn e ven |

FIU oo —

20 MB hard disk space.

You have chosen to open:
& anyconnect-3.1.dmg

which is: DMG file (8.1 MB)
from: https://network.fiu.edu

Superuser privileges are required for
installation.

libstdc++ users must have
libstdc++.50.6{GLIBCXX_3.4) or higher, but
below version 4.

AnyConnect ~ What should Firefox do with this file?

Desktop ~ © Openwith DiskimageMounter (default)

Sreis "~ Save File
Operating Systems

System AnyCOn nect Do this autematically for files like this from now on.
Requirements

Download Client Microsoft Winda Cancal a7 Linux

Android ~ All download 32-bit download

Supported Android 64-bit download
Devices

Apple iOS ~

AnyConnect Secure Mobility Client, Release 3.0.x for Android
Supported Apple

10S devices All AnyConnect Android packages are available for installation and upgrading from Google Play, except for the Kindle package, which is available on

Once the following dialog / window opens click on “AnyConnect.pkg”:



kS 2 items -

Profiles AnyGonnect.pkg

2 AnyConnect 3.1.10010

When the following windows pops up click on “Continue”

Welcome to the AnyConnect Secure Mobility Client Installer

You will be guided through the steps necessary to install this
software.

Introduction

afea]n
CISCO

Continue I

Select / click on “Continue”



Introduction
License
Destination Select
Installation Type
Installation

Summary

lllllllll
CISCO

Software License Agreement

Cisco End User License Agreement

IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT
CAREFULLY. DOWNLOADING, INSTALLING OR USING CISCO OR
CISCO-SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS
AGREEMENT.

CISCO SYSTEMS, INC. OR ITS SUBSIDIARY LICENSING THE
SOFTWARE INSTEAD OF CISCO SYSTEMS, INC. ("CISCO") IS WILLING
TO LICENSE ITS SOFTWARE TO YOU ONLY UPON THE CONDITION
THAT YOU ACCEPT ALL OF THE TERMS CONTAINED IN THIS END
USER LICENSE AGREEMENT PLUS ANY ADDITIONAL LIMITATIONS
ON THE LICENSE SET FORTH IN A SUPPLEMENTAL LICENSE
AGREEMENT ACCOMPANYING THE PRODUCT (COLLECTIVELY THE
"AGREEMENT"). TO THE EXTENT OF ANY CONFLICT BETWEEN THE
TERMS OF THIS END USER LICENSE AGREEMENT AND ANY
SUPPLEMENTAL LICENSE AGREEMENT, THE SUPPLEMENTAL
LICENSE AGREEMENT SHALL APPLY. BY DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE, YOU ARE BINDING
YOURSELF AND THE BUSINESS ENTITY THAT YOU REPRESENT
(COLLECTIVELY, "CUSTOMER") TO THE AGREEMENT. IF YOU DO NOT
AGREE TO ALL OF THE TERMS OF THE AGREEMENT, THEN CISCO IS
UNWILLING TO LICENSE THE SOFTWARE TO YOU AND (A) YOU MAY

Print... Save... Go Back Continue

Click on “Agree” to install the client

To continue installing the software you must agree to the terms of
the software license agreement.

Inti

Click Agree to continue or click Disagree to cancel the installation and r

Lic quit the Installer.

De|

Ing

Ing

Summary

ol I 1 I I

CIsSCO

Read License Disagree Agree

NG
THAT YOU ACCEPT ALL OF THE TERMS CONTAINED IN THIS END
USER LICENSE AGREEMENT PLUS ANY ADDITIONAL LIMITATIONS
ON THE LICENSE SET FORTH IN A SUPPLEMENTAL LICENSE
AGREEMENT ACCOMPANYING THE PRODUCT (COLLECTIVELY THE
"AGREEMENT"). TO THE EXTENT OF ANY CONFLICT BETWEEN THE
TERMS OF THIS END USER LICENSE AGREEMENT AND ANY
SUPPLEMENTAL LICENSE AGREEMENT, THE SUPPLEMENTAL
LICENSE AGREEMENT SHALL APPLY. BY DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE, YOU ARE BINDING
YOURSELF AND THE BUSINESS ENTITY THAT YOU REFRESENT
(COLLECTIVELY, "CUSTOMER") TO THE AGREEMENT. IF YOU DO NOT
AGREE TO ALL OF THE TERMS OF THE AGREEMENT, THEN CISCO IS
UNWILLING TO LICENSE THE SOFTWARE TO YOU AND (A) YOU MAY

Print... Save... Go Back Continue

Leave all check boxes as-is and click “Continue”



Custom Install on "Macintosh HD"

Package Mame Action Size
Introduction Y Upgrade 13.7 MB
. ¥| Web Security Upgrade 3.2MB
eEmaz 7| Diagnostics and Repaorting Tool Upgrade 1.5 MB
Destination Select 7| Posture Upgrade 7 MB
« Installation Type
Installation
Summary
Space Required: 254 MB Remaining: 471.55 GB
lllllllll
Go Back Continue
Click on “Install”
-

Standard Install on “Macintosh HD"

Eirodchion This will take 25.4 MB of space on your computer.

License Click Install to perform a standard installation of this software
_ on the disk “Macintosh HD".
Destination Select
@ Installation Type
Installation

Summary

ll'llllll
CIsCO

Change Install Location...

Go Back _Install



Installing AnyConnect Secure Mobility Client

Introduction
License
Destination Select

Installation Type Preparing for installation...
Installation

|||||l|||
CIsCO

On this window you will need to enter your MAC’S “System” Username and
Password:

Installer is trying to install new software. Type
your password to allow this.
Intrody

Licens
Username:

Destin|

Password:
Installz
Install

sur Cancel Install Software

)]s
CISCO

If you receive the following windows during the installation:



Installing AnyConnect Secure Mobility Client

Introduction
License

Destination Select

Installation Type Validating packages...
Installation

Summary

lllllllll
CISCO

Installing AnyConnect Secure Mobility Client

Introduction
License

Destination Select

Installation Type Running package scripts...
Installation

Summary

Install time remaining: About a minute

ST
CISCO

Click on “Finish”



-

The installation was completed successfully.

Introduction
License
Destination Select

Installation Type
Installation The installation was successful.

Summary The software was installed.

TN
CISCO

Close

Click on Finder

L And look for the Cisco program folder, Double click on the Cisco
AnyConnect Secure Mobility Client

4
Favorites - s :
=] Norton Zone ’E r?
&3 Untitled CD @
= . Cisco AnyConnect DART Cisco AnyConnect Secure
& All My Files Mobility Client
¢ iCloud Drive ~

@ AirDrop @

(i} guidodiaz
A Applicath Uninstall AnyConnect
¢ Applications

Desktop

Iﬁ Documents
E3 utilities

= Photos

Ifl CoreServices

yﬁ\.: iTunes & Macintosh HD » 4 Applications » | ] Cisco

# 3 items, 471.55 GB available -

Once you click on the “Cisco AnyConnect Secure Mobility Client” the following
window will pop-up, click on the “Connect”.



@ Cisco AnyConnect Secure Mobility Client  Edit

PR AnyConnect it
: Secure Mobility Client CISCO

o VPN:

Ready to connect.

I vpn.fiu.edu

When this window appears you need to enter your AD User name and Password,.
User name that is used to log into your workstation, or log into Mail.fiu.edu and
the Second Password (Which is one of three options "push”, “sms”or “phone”)

“push” contacts your duo app
“sms” send sends a text with codes to enter to your phone
“phone” calls your phone

AnyConnect dfier]n
Secure Mobility Client CISCO

e VPN:
- Please enter your username and password.
—
E - 2

r y ]
1 - Bnd
| % Please enter your username and password. Fre

e’
i Username:

|

! Password:
| B
| Second Password: bie

i Cancel OK sa,



Click on “Accept”:

AnyConnect i)
Secure Mobility Client cIscQo

B ——— ]

VPN:

Please respond to banner.

Use of Flerida International Wniversity information technology resources
is contingent upon proper authgrization. By logging in, you agree to
abide by all applicable federal, state and local laws, State of Florida
Board of Governors rules, and University rules, regulations and policies.
Misuse or misappropriation of the Unersity's information technology
resources or violation of any applicable Yaw, rule, regulation or
University policy may result in the revocatisn of your access privileges

Disconnect Accept

Once you click on Accept the following window will appear:



AnyConnect 11T
Secure Mobility Client CISCD

N
VPN:

Connected to vpn.fiu.edu.

Disconnect

[Pwd

£

To confirm that you are connected to the VPN look at the top left hand side of your

screenw and click on the Cisco VPN client icon

o DY oA W®mT @ =« : 97% @@ Wed Aug 26 11:28:13 AM

If the drop down says Disconnect, you've successfully connected to the VPN.

[ Eleoy 2@

About Cisco AnyConnect

Show AnyConnect Window
Show Statistics Window

@

e
o
"

Disconnect ‘

Quit Cisco AnyConnect

To disconnect from the VPN:



To disconnect from the VPN click on the Cisco VPN icon and then click / select
Disconnect”:

Baay o2a®F

About Cisco AnyConnect

Disconnect I

]
e

Quit Cisco AnyConnect

To re-connect to the VPN client, as long as the Cisco VPN client icon is still on your
toolbar just click on the Cisco VPN icon and then click / select “Connect”:

B4 a o A #)F

About Cisco AnyConnect

Show AnyConnect Window
Show Stdtistics Window

s | Connect

ar

Quit Cisco AnyConnect




